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implement or perform a wide range of tests on an
existing cloud
EC2, a novel approach was pro- posed by Bleikerts et al.
[16]. The paper secu- rity
infrastructure (a set of connected virtual machines)
deployed on Amazon EC2 through graph theory
techniques. Other works focused on the placement
algorithm of Amazon EC2 instances [26], and showed
how to exploit it in order to achieve co-residence with a

infrastructure.More specific to Amazon

analyses the of an

targeted instance.
Finally, concurrently and in parallel to our work, Bugiel
et al. [17] have recently conducted a study in which they
per- form similar experiments on the -S£~— REEA
catalogue and have reached similar conclusions. Note,
however, that our experiments are more comprehensive
and have been con- ducted on a larger scale. While they
have only considered 1255 AMIs, we selected and
automatically analyzed over 5000 public images provided
by Amazon in four distinct data centers. We also
discovered and discussed a wider number of security
issues by testing every image for known malware samples
and vulnerabilities. Furthermore, we collaborated closely
with  —S £~ — Security Team to have the identified
problems acknowledged and fixed.Even though most of
these papers highlighted trust and security problems
associated to the use o
best of our knowledge
large-scale, comprehens
pri- vacy of existing ima

hird part

e are th
study o

7 Conclusion

Cloud services such as™ -
Cloud and @eSmartCloud are quickly changing the
way organiza- tions are dealing with IT infrastructures
and are providing online services. It is easy to obtain
computing power today. One can simply buy it online
and use application program- ming interfaces provided
by cloud companies to launch and shut down virtual
images. A popular approach in cloud- based services is
to allow users to create and share virtual images with
other users. Cloud providers also often provide virtual
images that have been pre-configured with popular
software such as open source web servers. In this
paper, we explored the general
associated with vir- tual server images from the public
catalogs of cloud service providers. We investigated in
detail the security problems of public images that are
available on the Amazon EC2 service.

security = risks

hope that the results of this study will be
useful for other cloud service providers who
offer similar services.
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APPENDIX
A Test Suite

Tests | Type | Details | oS
System Information General - Windows + Linux
Logs/eMails/WWW  Archive General - Linux
Processes and File-System General - Windows + Linux
Loaded Modules General Ismod Linux
Installed Packages General Intert: t N Linux
General Network Information Network nterfaces, rou e? Windows + Linux
Listening and Established Sockets Network Enabled Shares Windows + Linux
Network Shares Network  common Shells + Browsers ~Windows + Linux
HiStory Files PriVaCy Loss of sensitive info Windows + Linux
AWS/SSH Private Keys Privacy (Only on X AMIs) Linux
Undeleted Data Privacy - Linux
Last logins Privacy MySQL and PostgresSQL Linux
SQL Credentials  Privacy/Security Enabled Logins Linux
Password Credentials  Privacy/Security Backdoor access Windows + Linux
SSH Public Keys Security Rootkit Linux
Chkrootkit Security Rootkit Linux
RootkitHunter Security _ Rootkit Linux
RootkitRevealer Security General Security Issues Windows
Lynis Auditing Tool Security P Sock AnIEII"Zil'mS Linux

Clam AV Securit rocesses/Sockets Hiding : :
Unhide Se curitg Processes Hiding Windows + %4111:11111?
_PsList Security . Windows
Sudoers Configuration Security Linux

Table 7: Details of the tests includedin the automated AMI test suite

B  Vulnerabilities in AMIs

| Windows | Linux

Tested AMIs 253 3,432
Vulnerable AMIs 249 2,005
With Vuln. <=2 Years 145 1,197
With Vuln. <=3 Years 38 364
With Vuln. <=4 Years 2 106
Avg. # Vuln./AMI 46 11
TOP 10 Vuln. MS10-037, MS10-049, CVE-2009-2730, CVE-2010-0296,
MS10-051, MS10-073, CVE-2010-0428, CVE-2010-0830,

MS10-076, MS10-083, CVE-2010-0997, CVE-2010-1205,

MS10-090, MS10-091, CVE-2010-2527, CVE-2010-2808,

MS10-098, MS11-05 CVE-2010-3847, CVE-2011-0997

Table 8: Nessus Results

Table 8 reports the most common vulnerabilities that affect Windows and Linux AMIs. For example, the vulnerabilities
MS10-098 and MS10-051 affect around 92% and 80% of the tested Windows AMIs, and allows remote code execution if the
user views a particular website using the Internet Explorer. Microsoft Office and the Windows’ standard text editor Wordpad
contained in 81% of the Windows AMIs allow an attacker to take control of the vulnerable machine by opening a single
malicious document (i.e., vulnerability MS10-83). A similar vulnerability (i.e., CVE-2010-1205) affects Linux AMIs as well: A
PNG image sent to a vulnerable host might allow a malicious user to run code remotely on the AMI. We also observed that 87
public Debian AMIs come with the now notorious SSH/OpenSSL vulnerability discovered in May 2008 (i.e., CVE-2008-0166)
in which, since the seed of the random number generator used to generate SSH keys is predictable, any SSH key generated
on the vulnerable systems needs to be considered as being compromised.

8.74% of Linux AMIs contain a DHCP client that is vulnerable to a remote code execution. In fact, it fails to properly
escape certain shell meta characters contained in the DHCP server responses (vulnerability CVE-2011-0997). An attacker
that setups a bastion host in the Amazon cloud, can send around DHCP custom packets that may exploit users’ machines
installed in the neighborhood. Finally, more than 26.5% of machines contained a 2-years old vulnerability (CVE-2009-2730)
that may allows an attacker settled in the Amazon cloud to spoof arbitrary SSL servers via a crafted certificate.
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